
a virtual wide area network (WAN) that allows companies to use any combination of transport 
services – including multiprotocol label switching (MPLS), cellular Long-Term Evolution (LTE) 
and 5G, and broadband – to securely connect users to network locations. It can select the  most 
efficient communication method while reducing costs and simplifying management.

Software-defined wide 
area network (SD-WAN)

Secure Access 
Service Edge 
(SASE) Checklist

The enterprise network has seen a huge transformation over the past decade. As a result, security 
products are evolving, too. The market is moving from single-purpose point products to multi- function 
security solutions tightly integrated in a cloud service offering. The goal is simple: to deploy security 
services how and where you choose, with the capability to control and secure direct-to-Internet access, 
cloud applications, and protection for central, remote, and roaming users alike, without the need for 
additional hardware. Use this checklist to help you select the right Secure Access Service Edge (SASE) 
solution for your organisation.

What Is SASE? 

In 2019, Gartner published a report called The Future of Network Security is in the Cloud. In this report, 
Gartner introduced the SASE (pronounced “sassy”) concept which it defines as “an emerging  offering 
combining comprehensive WAN capabilities with  comprehensive network security functions (such as 
SWG, CASB, FWaaS and ZTNA) to support the dynamic secure access needs of digital enterprises.”

Key networking and security components to look for in a SASE solution include:

the first line of defence against threats and a great way to stop attacks before users connect to 
risky destinations.

Domain Name System 
(DNS) layer security 

based on the  Forrester Zero Trust security framework which takes a “never trust, always verify” 
approach to security. ZTNA verifies user identities and establishes device trust before granting 
access to authorised applications, helping organisations prevent unauthorised access, contain 
breaches, and limit an attacker’s lateral movement on your network. 

Zero Trust network
access (ZTNA)

a web-based proxy that provides security functions such as malware detection, file sandboxing 
and dynamic threat intelligence, Secure Sockets Layer (SSL) decryption, app and content 
filtering, and data loss prevention (DLP).

Secure web 
gateway (SWG) 

provides consistent policy enforcement across all locations and users through a single, 
centralised cloud-delivered firewall. 

Firewall as a 
Service (FWaaS)

works by ensuring that network traffic between end-user devices and the cloud provider, 
primarily software-as-a-service (SaaS) solutions, complies with the organisation’s security 
policies. CASB uses auto-discovery to identify cloud applications in use and identify high-risk 
applications, high-risk users, and other key risk factors. 

Cloud access 
security broker (CASB) 

Forfusion specialises in supporting and delivering Cisco solutions into mid-market and enterprise. As an 
Advanced Security Architecture Specialized Partner we can help you navigate your SASE journey. 

Our Advanced Specializations are: 

Advanced Enterprise Networks 
Architecture 

Advanced Collaboration 
Architecture 

Advanced Security 
Architecture.

There are a lot of networking and security components in this checklist. 
That’s why a SASE solution can make everything easier for your 
organisation – it eliminates the cost and complexity of multiple 
standalone point solutions at all your locations and consolidates 
these network and security capabilities in a cloud-delivered, fully 
integrated solution.

Transforming business, together.
forfusion.com

Find out more

We consistently deliver robust, dependable solutions into 
extremely secure and challenging environments, we can 
be relied on to innovate, and de-risk significant business 
investments for our clients. Challengers and problem- 
solvers, we uncover our customers' requirements and 
work with them in a long-term partnership. Our straight- 
talking nature and painstaking attention to detail ensure 
that we deliver expert services without compromise. And 
because we are committed to conducting business with 
strong moral principles, our clients can count on us to do 
what is right for them every step of the way. Empowering 
companies to mitigate risk, and plan for the future 
through innovation and adoption, as well as optimising 
business performance through digital transformation.

https://www.forfusion.com/cisco-sase

